No.PC-49/OO1/\NiFi-SolulNIAl2017-1SILW,Q/
National Investigation Agency
Government of India
MINISTRY OF HOME AFFAIRS
OPPOSITE CGO COMPLEX,
LODHI ROAD, NEW DELHI -110001

Dated: 12 Feb 2018

CORRIGENDUM

In continuation to this office tender notice No.02/2018 dated 22 Jan 2018 for

supply, installation, testing and commissioning of Centralized WiFi solutions at NIA
HQ New Delhi, the technical bids will now be opened on 20 Feb 2018 at 1600 hrs
instead of 13 Feb 2018 due to administrative reasons.

2.

Further, based on the pre-bid meeting held on 05 Feb 2018, the following

amendments are hereby issued which will be in continuation to the tender notice
No0.02/2018:-

Scope of Work:

. Scope of work was clearly explained to all the representatives. It was

decided that the WiFi connectivity in the basement and stair case area can
be excluded. It has been decided that Indoor type APs will suffice the wifi
network coverage of NIA outdoor premise. The APs must be installed
according to the heat map generated at the time of survey by the bidder.

. Bidder must conduct the wifi coverage heat mapping (Site survey) based

on following parameters. Details are attached as Annexure B.

i. Type of devices (Concurrent) - Ilaptop, mobiles, tabs,
Printers/scanners.

ii.  Minimum Signal strength of -65db.

iii.  Area Density

iv.  Application types — browser based applications both internet and
intranet, email, Video Streaming and VolP based applications.

v. Environment like type of obstacles.

Bidders must provide the structured cabling with all required items
(standard certified) like Cat 6 Shielded cables, conduit pipe for laying
cables, required Patch cord, Patch Panels, 10s etc.

. The APs should be connected to PoE+ switches (No use of AC/DC power

adapters for the wifi access points).

. 10 % of the total unit of WAPs must be supplied with AC/DC power

adaptor.
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Tech.
Spec.
Point
No

Changes/modifications to the WiFi controller and WiFi Access Point

technical specifications as per tender

110

The proposed Wi-Fi controllers should
be of software based. Should be
compatible to run as a VM on various
Hypervisors like VMWARE, KVM and
Virtual-box etc. Should support remote
replication w.r.to DR.

Solution must support controller-less,
intelligent edge architecture for Wi-Fi
access. All WLAN services should be
delivered at the edge and hence
eliminating the dependency on the
controller

' Modifications/Amendment

document.

The proposed Wi-Fi controllers should
be of software/hardware based or an
equivalent solution with features of a Wi-
Fi controller. Software controller should
be compatible to run as a VM on various
Hypervisors like VMWARE/KVM/Virtual-
box etc. Should support remote
replication w.r.to DR

Solution must support an independent
(No dependency on controller) intelligent
edge architecture for Wi-Fi access. In
case of non-reachability of the controller,
all WLAN services should be delivered
at the edge

Solution must "support ébﬁirolleﬁless,
intelligent edge architecture for wireless
intrusion prevention (WIPS)

2.13

1223

The quoted Wi-Fi controller should be
capable of supporting 500 Access Point
devices without need of any additional
Hardware and Software other than |
licenses. -
The system must provide historical
location tracking (eg. location of
switched off Rogue AP)

Solution should support External

Splash Page

The system must detect Honey Pot |
attacks including its advanced variants
such as MultiPot attack. It should be
able to prevent the authorized client
from connecting to a honeypot AP.

269

| modes of operation.

WIFi controller should support both
active / active and active / passive
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Solution must support an independent
(No dependency on controller) intelligent
edge architecture for WIPS. In case of
non-reachability of the controller, all
WIPS services should be delivered at |
the edge.

‘The quoted Wi-Fi controller should be

capable of supporting 300 Access Point
devices without need of any additional
Hardware and Software other than
licenses. R
The system must provide historical
location tracking (eg. location of
switched off Rogue AP) at least for 1

year.

Solution should support External Splash
Page. Support for custom pages |
(externally  hosted) during client
authentication process.

The system must detect Honey Pot
attacks including its advanced variants
such as MultiPot attack. It should be
able to prevent the authorized client |

from connecting to a honeypot AP and |
tarpitting. |

WiFi controller should support both
active / active and active / passive
‘modes of operation (Full fledge failover). |
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3.15

The system must allow automatic
schedules for report generation and
distribution of reports to specific users

The system must allow automatic
schedules for report generation and
distribution of reports to specific users
through email or an equivalent service.

4.10

The proposed Wi-Fi AP devices must
be having: Three radio Wave 2 -
802.11 ac 4x4:4 MU MIMO device with
two Gigabit Ethernet ports.

The proposed Wi-Fi AP devices must be
having: at least two radio Wave 2 -
802.11 ac 4x4:4 MU MIMO device with
two Gigabit Ethernet ports.

4.1

dedicated two radios for Wi-Fi access
for both 24 GHz and 5 GHz and
dedicated one radio for 24/7 wireless
intrusion  prevention (WIPS) both
operating simultaneously in a single
device, without any loss of functionality.

The Wi-FI AP devices must have

The Wi-FI AP devices must have
dedicated two radios for Wi-Fi access
for both 2.4 GHz and 5 GHz and 24/7
wireless intrusion prevention (WIPS)
both operating simultaneously in a
single device, without any loss of
functionality and performance
degradation.

4.17

Wi-Fi AP devices should have two way
band steering (example from 2.4GHz
band to 5GHz and from 5 GHz to 2.4
GHz).

Wi-Fi AP devices should have band |
steering (preferably two way band
steering).

4.18

426

Wi-Fi AP devices should facilitate auto
channel allocation to avoid interference

| between Aps..

Supply should include Indian 7typ§7'VDCW

power adaptors for powering on Access
Point devices.

interference.

Wi-Fi AP devices should facilitate auto
channel allocation to avoid RF

Supply should include Indian type |
DC/AC power adaptors for powering on
Access Point devices.

5.12

The Total solution should have
technical support for software, Software
upgrades, all license cost for first 5
years.

2.16

Quote should include additional 2 years
warranty separately specified under
Unpriced commercials and commercial
bid.

years)

The Total solution should have technical
support for Hardware, Software,
Software upgrades, all license cost from
the OEM for first 5 years (3 years + 2
Quote should include total solution cost
for 3 years with additional 2 years
separately specified under Unpriced
commercials and commercial bid.
Bidding must be done on the cost of
total solution for 5 (3+2) years.

Importa
nt Note
Point 1

()

Additional criteria

BIDDERS SHOULD AGREE AND
SUPPLY ANY ADDITIONAL APs AND
SENSOR  DEVICES, IF  THE
PROPOSED NUMBER OF APs AND
SENSOR DEVICES ( AS PER WIFI
HEAT MAP SURVEY BY THE BIDDER)
DOES NOT MEET THE WIFI
COVERAGE REQUIREMENT (AS PER
THE WIFI SURVEY PARAMETERS
PROVIDED BY NIA  AND
ACCEPTANCE PARAMETERS FOR
PROPOSED WIFI SOLUTION).
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3.

This issues with the approval of the competent authority.

Distribution
L SP (IT)
2. File.

. LU
— T AR
Section Officer (Accounts)
NIA HQ NEW DELHI

with the request to upload in the CPP Portal and
NIA website.



